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Asymmetric
Threat

Unconventional yet
highly lethal attack
by a loosely
organized group of
transnational
terrorists



The Nuclear Threat
SO A Historical Perspective

..I conceded that more intelligence about their war-making capabilities was a necessity.”
I - President Dwight D. Eisenhower

Post - Attack Preparation “Need to Know Sooner” I

1 9‘5011}', what happens o us 1 955

il the bomb drops?”
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Wllodom B0 R IH, 1962 &

Yurya ICBM Complex of a SS-7 Launch
Site (Mission 9038, June 28, 1962)



The Asymmetric Threat
foday’s Perspective

Post - Attack Preparation I Preemptive: “Need to Know Sooner” I
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eV Asymmetric Threat
e A Surveillance Problem

e Needle in the haystack RECE S
& Find the parts of the needle Exiraction & Description
Link Discovery
New
Features .
Sensors Sensor Jrack . - %
Multiple Futures nown lTnreats S
Web pages Data Prediction
e Individual sightings e rics - Analysts
A0 ew
(e.g. HID) N
e News feeds Behaviors
e Online databases CIaSSIfy Forensic
e Other Intel Studies

Interpretation

Autonomic —» <«—— Human

Threats



. @  Asymmetric Threat Programs
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S 1ISO Program Areas

Mitigate national and
defense computing
Infrastructure
vulnerabilities that
could be exploited by
Information warfare
enemies

Information
Assurance &
Survivability

Command
& Control
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S i |IA&S Community

National Security Telecommunications and

h . h mﬁ 8 National Institute of
Information Systems Security Committee xxs v JR Standardsand Technology MNIST
woriug ith i duyrddi nd, ay pply h pgy i dladrd
P0| |Cy President’s Commission on Critical Infrastructure Protection
Computer System Security and Privacy Advisory Board Office of
Information
Security

Information Assurance Outreach Program
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i - NATIONAL COMPUTER CRIME SQUAD
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Defense Security Service

Forensics




@ Information Assurance & Survivability

Problem Space

The Problem:

® Our current DOD information security strategy
IS failing to keep pace with the current threats.

® \\Ve anticipate that future threats will be more
sophisticated and widespread.
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S |IA&S Responses

® Change the “business model”
+ Operationally focused, system oriented
+ Transfer technology directly to DoD systems
+ Let commercial systems catch up to military-level security

® A broadening of our view of “solution space”

+ Host-based/software approach
# Include communications and computer architectural
engineering
® A broadening of operational focus
& Wireless, mobile
+ Operational challenge problems



FYOL IA&S Themes
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® DoD System Focus

e Operational Experimentation

® Security in Mobile, Wireless Domain
e Impact Upon Command and Control

® Next-Generation Secure Systems
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Tech Base;

Supporting IS0, Commercial & DoD Systems

Rapid Knowledge
Formation

Agents

Run time integration of
heterogeneous systems

Reinforcement learning

Hybrid nonlinear dynamic control
Mobile agents

Neural nets

Scalability

Interoperability

Agent clusters and interactions
Knowledge bases

System science

Dynamic assembly of software



Search the ¥Web for documents in

About 1,015,994 matches were found.

1. Saudi Arabiaflran

[URL : e sttt ar.cot's erdc esd gint elfre i ondstor estapr 10U htel]

Click here boreceive FREE Global Intelligenc & updat es via e+nail. Aprl 10, 1997, . Saudi ear
Arabia. ran. Saudi...

Lastmodified 30-har-

pae size 3K -in Endlish [ Translate |

[URL : it galacymnaps.c ornfcatsaudi. hirn]
A Galacey of Mapsis acomplete source forworld maps, United Stakes maps, Intemational maps,
continental maps, country maps, state maps, wall maps,
Lastmodified 16-4pr-96 - page size 7K -in English [ Translate |
3. Iran-Saudi Arabia Relations and Regional Order (Adelphi Papers, 304)
[URL X v atnaz o, 0bidos SEN=019829283xirar
Text-Cnly. Iran-Saudi Arabia R elations and Regional Order [Adel,
Chubirn, Charles Tripp. List: $27.50 Our Price: $22.00 You Sawe:.
Lastmodified 3-Apr-98 - page size 6K -in English [ Translate ]
4. Iran 1 Saudi Arabia 1
[URL: whtw wd deup . ottt bioardimessages! 1817 himl]
Irar 1 Saudi Arabia 1.[ FollowUps ][ Post Followup ][ 'World Cup Board | [ FAQ ] Posted by
mawiood on Septemnber 20, 1997 ak 21:15:39: InFeply to: What.
Last modified 20-5ep-87 - page size 3K -in English [ Translate ]
5. Qalar beats Iran to face Saudi Arabia in crucial game
[URL: whww arabich ews .Cortans ubiDadywDad 97 1108/ 19971108 16 htenl]
Cratar beats Iran boface Saudi Arabiain crucial game, Gatar, Spods. Arabich ews com Yoursource
for Daily M evws about Ehe Arabic wold.
Last modified 8 ov-97 - naae size 8K -in Enalish [ Translatel |
6 R
[URL : whwtw arabich ews .C ortans ubiDadyDa 970910/ 1997091027 htenl]
Relations with Saudi &rabiaare good saysIranas it prepares forlslamic Conf erence Organization,
Reqgional, Politics. ArabicMesws.com Y ours ource for
Lastmodified 10-5ep-37 - page size 5K -in English [ Translate ]
7.lIran resumes flights te Saudi Arabia
[URL: whwtw arabich ews Corntans ubiDadywDa 970826/ 1997082628 htenl]
Iran resumes flights to Saudi Arabia, Saudi Arabia, Business. Arabich ews com Your source for
DrailyMesws about the Arabic wold.
Last modified 26-4ug-87 - page size 3K -in English [ Translate ]
& Iran-Saudi Arabia
[URL: e stratfor.comis ervic es! gint ellre giondstor esljan 27 htrnl]
Click here toreceive FREE Global Intelligence updates via e+mail. January 27, 1997, Iran.

. Saudi Arabia. Iran-Saudi..
Last modified 5144ar-95 - page size 3K -in English [ Translate |

apers, 504) by Shahram

[URL: www arabich ews © omfans ubiDalyiDay 97 10227997 102239 hitml]

Saudi Arabia, Egypt, kan, and Turkeyto meetin lslamic Summit, Regional, Religion.. Foreigh
bich e comm Y our s ounc e For Dally Mews about the Arabic word

Last modified 23-0ct-97 - page size 10K -in English [ Translate ]

10. Saudi Arabia: Domestic Econoemy

[URL: www Fradec ompass comflib booksicom_g.. IARABLAS0 2. himl]

Appendix B: Domestic Econotmy [USE millions, except aznoted) 1994 1995(E] 1996(E) - GDP

(current, USE Billions) 123.4 125.9 128.4 -GDP projected average..

Last modified 4-Apr-95 - page size 1K -in English [ Translate ]

Pages: 1234567891011 121314151617181920[22]

word count: Arabia: 292585; Saudi: 533798, kan: 545283, Which: 1204758; gross: 1431941;
dornestic: 2135195; greater: 4025852, country: 11940632, product: 16301717
Ignored: has: 69591925 or: 195671442, the: 1761456990

arikod | httpf /204123295 foneweb

Altavista: 1M responses,
first 10 (at least) irrelevant

[Phich country has the greater gross domestic product, Saudi Arabia or Tran?

AMAZ 0N .C0M S,
Titles shour Which oo
Books of the Day

Tobareo Bill Fages Tne
farizets Up_on Stronge

Zones

Services
Browse Cabeqories
Find & Business

indaPerson
Free Email
Translation

Intermational

Japanese

Searc
Searchin Forean

Za Knowledge-Based
= Information Retrieval

Which country has the greater gross domestic product: Saudi Arabia or Iran?

Netscape: Start's reply

Location: |http -/ Farvrw i mit edu/projects finfolab/ askstar t?server =hpkbfquery =which+country +r|

InfolLab Group

Start's reply

i

=== YWhich country has the greater gross domestic product, Saudi Arabia or Iran?

Tian has & higher GDP than Sandi Arabia

Saudi Arabia

)

GDP: purchasing power parity - $205.6 billinn (1996 est.)

Iran

GDP: purchasing povwer parity - $343.5 billion {1996 est )

Source: 1997 Waorld Facthook

e

o o back o the START dislog windaw.

TR0 (=7

START (An HPKB Technology):

Retrieved just the right information




PATC CoABS Grid:
Multi-Agent System Interoperability

4 C2 Grid Networked
""" Shooters '

Networked !
Agents roam
Sensors

warfare grids

Navy Experiment: Cooperative Agents for Specific Tasks (CAST)

e Facilitates interoperability of diverse systems
& Enables dynamic connection of disparate information sources and C2 applications
& Enables software systems to cooperatively solve user tasks
e Grid Agent Helper and the Grid Service Helper facilitate COABS component
access to Grid services and to other registered Grid components

18
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IV

. @ Cognitive Agent Architecture

Allocator

X
/ v\

First Large-Scale
Distributed Agent-
Based Architecture

Modules
(Plug-Ins)

Complex Agent

Basic Building Society

Block
Agent “Cluster”

Agent Community
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Limitations Today

e Operator reaction
limited

e Feedback loop is not
coordinated

e Unsynchronized

+ Things start to
break Batl
attle
e OODA loop broken Damage B4 Battlespace
e.g.’ KOSOVO Assessment

The Future

e Autonomic systems

e Higher op tempo

e Synchronized ops

e Human becomes more
of a limitation

21



EAEC Dynamic Control Concept
Man & Machines
u=kx+r The Commander X = Ax MEEEHN
o Controller IS an actuator Plant Better
Objective : 1, Better n,  Better I Performance
>(O— Optimal  |{Info g Commander/ Decisions_| & ttlespace
'y C2 Decision| Operator Courses P
Aids of Action =
(Limiting case is A=1 Embedded Hierarchy
for autonomic)
Better status
knowledge State
L= AX +BU + L(y -CX) Estimation W y=Cx+n Sensors % ME?StUI’ed
status

Canonical Structure

Synchronization of manned & autonomic forces in space,
time, and purpose can be achieved through the application
and extension of control theory
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. @ Command & Control Programs
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== . Postofthe
|
~  Future
/A /R'A\”‘ré QG
Advanced Ultra Log
Logis’_tics @ 78\(:
Objective Controller Commanderl] Plant PrOJeCt N\ N
> %pegtof > Battlespace

_ & Joint Theater
Man & Machine = Logistics ACTDs

Command & Control
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Joday’s Speakers
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Technology
Base
John Salasin - DASADA
Jim Hendler - Agents _
Command Asymmetric
& Control Threat
Todd Carrico - Ultra Log

Tom Armour



